VME Sign 2004

The Internet Security Problem

Sharing data digitally is an important tool of the corporate world and in fact is taking the place of
traditional paper mail in support of the paperless office. This introduces problems such as:

e Digital data communicated or stored can be intercepted by your competitors
and possibly forged or altered.

e Today’s signature applications only support a limited number of standard
applications and do not provide a cross format solution that handles all type files.

e Installation and use of digital signature applications is cumbersome, costly
and complicated.

The Solution: VME Sign v 2004

VME Sign ™ is an all purpose digital signature application that preserves authenticity. Once
VME Sign ™ is installed, using your digital certificate, signing and verifying electronic files
requires no more than a single right click. Signing electronic data could not be less complicated.
A VME Sign" digital signature ensures alterations have not been performed since the signature
was applied and is accepted in court as authentic.

VME Sign ™ adds your digital signature with your personalized handwritten signature to
provide authenticity and non-repudiation to any file type like, Word document, Excel
spreadsheet, AutoCAD file, Access database, and image or source code.

VME Sign ™ enables multiple signatures, multiple digital certificates and time stamp to assure
the time the signature was applied. When coupled with VME Office™ 2004, any type file can be
encrypted and protected and then signed and authenticated, thus providing privacy in delivery
and verification upon acceptance.

To secure the origin and the integrity of the data, digital signatures where introduced and
new laws have been passed, making the signature as valid as a signature on paper. VME
Sign ™ is a tool that makes signing files simple. VME Sign ™ electronically creates
confident receipts of mail, origin and secure time of origin using x509 Certificates.
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Product Benefits

e Injust a click of a mouse, you can protect the integrity of your files and documents.
e You’'re prospective clients or contacts can accurately verify the origin and the
integrity of the received files.

o Free viewer for recipients who do not have VME Sign.

Product Features

You can easily create validity of your data’s origin, authenticity of yourself as sender, or use a
certificate to attach authentication to your documents, files and e-mails with the addition of VME
Sign ™ to add digital signatures.

e Right click functionality to sign, remove or verify signature.

e Sign most any documents, files or e-mail messages.

e Check the validity of certificate used to sign data.

e Add customized graphics signature to your electronic signature.

e Digital Signatures is the main tool of Digital Authentication Technology and it
provides the means to digitally sign documents and authenticate users using standard
X509 certificates that are stored in the certificate store of the computer. It further
provides multiple levels of Identity Assurance based on the type of the certificate used.

e PKI - Public Key Infrastructure — for electronic signature.
Technical Requirements

e Windows 98, ME, NT, 2000 XP.
e Internet Explorer 5.01 with high encryption pack.

e X.509 certificate required
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